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Measurement & Analysis

■ When will the software be ready for use? Really? How do you know?

■ How many more test cycles should we plan for? No…I mean exactly.

■ Are the customer’s needs being met? Prove it.

■ We need to focus our efforts on code most likely to have errors. Which
code would that be?

Feel like you are on the hot seat? Can you answer these questions with
complete confidence? When the pressure is on to provide hard data to
support your estimates, you need metrics. An infinite number of metrics
can be applied to various aspects of software development. In fifteen
years of managing software development, I’ve found a handful of metrics
that really help me do my job—and keep me cool and confident when the
heat is on.

Product Stabilization Metrics
Early in my career as a project manager, the CEO stopped me in the hall-
way and asked how long it would take for our new product to be ready
for release. I told him “three or four weeks,” which seemed reasonable
since we’d been testing for two weeks already and things were going well
so far. A few years earlier, I’d learned the lesson that a date range estimate
is always better than an exact date estimate. So I was pretty happy with
my “three or four weeks,” rather than “June 13.” Then the CEO asked
me how I knew it wouldn’t be two weeks or five weeks. I didn’t have a
really good answer and didn’t want to admit to the CEO that I was run-
ning his large project on “gut feel.”

Tracking defect inflow and outflow is one of the best ways to back up
your gut when forecasting a product release. Defect inflow is the rate at
which new bugs are reported against the system. On most products, defect
inflow will look like an inverted V (see Figure 1, on the next page) because
testing is slow going at first. Some of the reasons for this could be

1. The program contains “blocking bugs.” A blocking bug is a defect
that prevents testing from
occurring past the point of
the bug. I once worked with
a programmer who was of-
fered tickets to a New York
Knicks game if QA found
no more than five bugs in
the first version he turned

Q U I C K  L O O K
■ Tracking defect inflow and outflow
■ Calculating defect comebacks
■ Monitoring customer satisfaction
■ Code review metrics

ARE YOU A DEVELOPMENT, PROJECT, OR TEST MANAGER?

THINK YOU HAVE YOUR PROJECT UNDER CONTROL? LET ME

ASK YOU A FEW SIMPLE QUESTIONS.

A Measured Response
Useful metrics to 

give managers the

numbers to back up

project hunches

BY MIKE COHN

This article is provided courtesy of STQE, the software testing and quality engineering magazine.

http://www.stqemagazine.com/


over to them. The version he first gave
QA included a blocking bug with the log-
on screen that prevented any access to
the program whatsoever. That one bug
blocked all further testing. Fortunately,
our boss was smart enough not to give
him the Knicks tickets, despite his pro-
gram having only one bug.

2. Because testing just finished their last
project, they are still trying to develop
test plans for this one. 

3. Testers are unfamiliar with the appli-
cation because of changes to product de-
signs or because testers were not involved
with development discus-
sions. There will be a
learning curve.

Defect outflow represents
the number of bugs fixed
each week. Typically this
will start out slow (it can-
not exceed the rate of in-
flow at first, until a back-
log of bugs builds), but will grow and
level off at a steady rate. Just prior to re-
lease, there is usually a push to “fix only
absolutely critical bugs.” At this point,
defect outflow drops dramatically. The
outflow line in Figure 1 is representative
of most projects.

It is best to graph defect inflow and
outflow on a weekly basis; daily graph-
ing has too much variability. For exam-
ple, if your best tester takes a day off, the
graph will likely give the illusion that the
product is improving. In terms of reports

to upper management, I’ve found it best
to limit charts to the last eight periods of
data. If you are using an agile process
such as XP or Scrum, a project can
change drastically in that time, so older
data is of minimal value. Eight weeks is
also long enough to see most trends. As
you monitor defect inflow and outflow,
consider all factors that may influence
your measurements. You don’t want to
make a pronouncement that the program
is nearly shippable just because you see
inflow coming down. Inflow may be
coming down because testers currently
are reworking a significant number of
tests rather than doing hands-on testing.

Since all bugs are not equal, you may
want to try weighted inflow and outflow
tracking. Use a five-tier defect categoriza-
tion and weighting such as

Critical 20
High 10
Medium 7
Low 3
Very Low 1

By weighting defect inflow and outflow,
you can get a much better feel for what

is happening on a project. For example,
I have typically found that trends in
weighted inflow usually lead trends in
unweighted inflow. On most projects,
there is a point at which testing is still
finding a significant number of bugs,
but the bugs are lower in severity. In this
case, you’ll see weighted inflow drop
while unweighted inflow will typically
remain constant. In most cases, this in-
dicates that you are one to three periods
away from seeing a matching drop in
unweighted inflow. By measuring
weighted defect inflow, you’ll typically
be able to forecast this important turn-
ing point in a project a few weeks
earlier.  

Monitoring weighted outflow (the
weighted defects fixed) helps ensure that
your programmers are fixing the bugs
you most want fixed. Regardless of how
you define Critical and Low, you would
almost assuredly prefer that program-
mers work on Critical defects. By dis-
cussing weighted outflow with program-
mers, you can direct their attention
toward higher-value work.

Programmer Quality Metrics
Back in my pre-programming days when
I was a mechanic, my boss introduced
me to a car repair metric that translated
perfectly into the software world: the
comeback. To a mechanic, a comeback
is a car that you supposedly fixed, but
that later “comes back” with the same
problem.

Some defects, like some cars, come
back. It is useful to track defect come-

backs—or what I call “defect recidivism”
when I want to use bigger words. You
can calculate recidivism on the program-
ming team as a whole, on each program-
mer individually, or on both.

Be careful when using recidivism
metrics. In almost all cases, you should
not use them as a significant factor in
formal or informal evaluations of pro-
grammers. Consider an extreme case
where you announce that a $15,000
bonus will be paid to the programmer
with the lowest recidivism rate on a A
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Figure 1: Number of bugs found and fixed each week 

By weighting defect inflow and outflow, you can get a 
MUCH BETTER FEEL for what is happening on a project . . . trends
in weighted inflow usually lead trends in unweighted inflow.
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project. You may find yourself paying
this bonus to a programmer who wrote
very little code, tested it more than was
appropriate, and who turned it over to
QA late. That isn’t typically behavior
you’ll want to encourage.

Additionally, if recidivism is a signifi-
cant factor in evaluating programmers,
you will discourage them from working
fixes in unfamiliar code. No one will vol-
unteer to address a five-year-old bug, be-
cause it’s likely to come back.

Individual recidivism rates can also
vary tremendously because of the differ-
ent tasks assigned to programmers. On a
recent project, one of my best program-
mers had one of the highest recidivism
rates because he was working on tens of
thousands of lines of low-quality code
written by his former coworkers; but he
was fixing bugs at twice the rate of the
team. It would have been unfair to com-
pare his recidivism rate to others’ on the
same project.

Be careful in using metrics about indi-
vidual programmers. Use the recidivism
metrics as a clue that you need to investi-
gate. For example: Does the developer
need some additional skills training? Has
she run into especially buggy code? Is she
under severe schedule pressure and
working sixteen hours a day and becom-
ing too fatigued to contribute appropri-
ately to the project?

With all these caveats in mind, should
you measure individual recidivism rates?
Absolutely. I’m not a big fan of writing
quarterly or annual goals for individual
programmers, but most HR departments
insist on them. I give programmers annu-
al goals about improving their recidivism
rates. Once you’ve established a baseline
recidivism rate (say 8%, meaning 8% of
the bugs he “fixes” come back), you es-
tablish a goal for the programmer to
strive for over the next period (perhaps
5%). Most programmers respond very
positively, as they understand the impact
that comebacks can have on project suc-
cess.

Some programmers have no idea
what their recidivism rates are. It is not
uncommon to have a team with many
programmers in the 5–8% recidivism

range, with one or two programmers at
15–20% or higher. These higher-recidi-
vism programmers are unaware that they
are that far away from their peers. For
these teams, I may post weekly metrics
showing recidivism rates for each pro-

grammer. I never comment on the met-
rics, but the programmers look at them
and, in most cases, those with the highest
comeback rates take the initiative to be
more careful.

Team recidivism rates can support ar-
guments against corporate mandates dic-

tating sixty-hour work weeks and other
practices that lead to poorly crafted pro-
grams. If you can demonstrate with real
metrics captured on your own projects
that pushing people too hard results in
more bugs (that then take longer to fix),

you stand a reasonable
chance of eliminating
such policies.

Knowing a team’s re-
cidivism rate is extremely
useful in predicting when
a product will be ready
for release. Assume that

a product currently has 1,000 defects re-
ported against it and, for simplicity, the
test group is not looking for any new
bugs. A team with a 5% recidivism rate
should be able to release this product af-
ter the third pass through the test suite. A
team with a 20% recidivism rate will

Knowing a team’s recidivism rate is extremely useful in predicting
when a product WILL BE READY FOR RELEASE.

Counting Defect Inflow and Outflow 
Counting defect inflow and outflow is complex. One common complication is how to
count defects that have been reopened. For example, suppose QA reports a defect one
day; a programmer marks it as fixed the next. Now, two weeks later, the bug shows up
again. Should it be reported as part of inflow? I say no. Think of defect inflow as “defects
first reported during the period.” This is the easiest way to generate the metrics out of the
defect tracking systems I’ve used.

In most defect tracking systems, it is easy to get a count of defects that were marked
fixed in a given reporting period, but it is difficult to get a count of defects closed this
week that had been closed before. Imagine the query “count all bugs that were opened
this week or bugs reopened this week after being closed in a previous week.”

Keep in mind, though, that if you count defect inflow as “defects first reported during
the period” and outflow as “any bug marked as closed during the period,” you can find
yourself with some unusual results. For example, in a two-week period assume that one
defect is reported during the first week and no defects are reported during the second
week. If a programmer “fixes” the bug the first week, you’ll show an outflow of one. Dur-
ing the second week, a tester discovers that the bug was only hidden and is really still
there. If the programmer really fixes the bug the second week, you’ll show no inflow but
an outflow of one in that second week. In other words, your aggregate metrics will show
one bug reported, two fixed.

Don’t go through the extra work of reducing inflow or outflow counts from previous
weeks. The metrics should reflect knowledge at the time they were collected. There will
always be some amount of uncertainty in your latest period of metrics, so it is consistent
to allow that same amount of uncertainty in prior weeks. 

The real solution to situations like this is to make sure that anyone who will make de-
cisions based on your metrics understands how they are calculated and any biases they
may contain. For example, the method of counting inflow and outflow described above is
what I call a “programmer-biased metric.” In other words, the metric is completely consis-
tent with how a programmer (as opposed to a tester) would view the counts. As such, it is
likely to result in a slightly optimistic view of the program at any point. It is optimistic be-
cause defect inflow is shown as slightly less than it probably is and defect outflow is
shown as slightly better than it probably is. Be sure that those who use your metrics un-
derstand the biases built into them.
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likely take five passes (see Figure 2).
This type of calculation is useful when

we are trying to schedule handoffs from
programmers to QA and we need to
know how many times a project will
need to be tested. On a recent project, we
had 106 bugs remaining and a 12% re-
cidivism rate. In each cycle, QA found 1
or 2 new bugs. We determined that we
would send the project back to QA after
80 fixes were in place. Of those 80, we
expected 12% (9.6 defects) to come
back, giving us 9.6 plus 2 newly discov-
ered bugs plus 26 bugs that we had not
yet attempted to fix. With
38 defects left and a 12%
recidivism rate, we decid-
ed one more pass through
QA would not be enough.
We expected that we’d be
left with about 5 come-
backs plus 1 or 2 new
bugs. We were confident, though, that
with only 6 or 7 bugs left after two cy-
cles, that these could be fixed in one final
pass. By using recidivism this way, we
were able to plan our effort to include
three deliveries to QA and avoid a frantic
last weekend.

Customer Satisfaction
Metrics
If your customers aren’t happy, then you
won’t be happy for long. One excellent
use of metrics is to monitor customer sat-
isfaction. Or, even better, to anticipate
changes in customer satisfaction.

Robert Grady has introduced a very
useful customer satisfaction metric that
he calls “hotsites” and “alertsites.” An
alertsite or hotsite is a customer who is
having a significant business issue with
your software, not customers who are
experiencing minor problems for which
there are workarounds. You can define
“significant” however you’d like in the
context of your business: in a five-tier de-

fect classification, a good starting point
would be the two highest severities.

In Grady’s view, a customer who re-
ports a significant problem is initially
counted as an alertsite. That customer is
moved to hotsite status “if no work-
around is found quickly.” I find this dis-
tinction too arbitrary. I use alertsite to re-
fer to a customer who has reported a
significant problem that has not yet been
verified. A hotsite is a customer with a
significant problem that has been verified.

Since not all hotsites are the same,
weight each hotsite by the number of

weeks (or possibly days) that the site has
been hot. Create a hotsite index by sum-
ming this value for each hotsite. For ex-
ample, a site reported a problem four
weeks ago; you were able to verify the
problem two weeks ago; but it still isn’t
fixed. This site would contribute four to
the hotsite index. (Even though the site
was only an alertsite for two weeks, it is
important to capture that the customer
has been impacted for four weeks.)

With multiple customer issues, index-
es can climb quite dramatically. If you
have a hotsite index of fifty today, com-
prised of sixteen different customers, you
will have a hotsite index of sixty-six next
week, unless some sites are eliminated.
Even the elimination of two hotsites will
probably not reduce the overall hotsite
index next week. So once you start mea-
suring customer satisfaction this way, it
will take a significant amount of time to
lower your alertsite and hotsite indexes.

I introduced these metrics into a soft-
ware company with ten distinct prod-

ucts. They began the project thinking
their customers were satisfied. Weekly
alertsite and hotsite indexes for each
product and for the overall department
demonstrated there was significant room
for improvement. This led to a weekly
meeting where lead developers met with
the CEO to discuss how to lower the in-
dexes. It took about six months to elimi-
nate all alertsites and hotsites. We then
set a goal to never exceed a department
aggregate hotsite or alertsite index of
five. Once the indexes were down, we ac-
tually found it easy to keep them that
way. Any time a customer issue came in,
we immediately addressed it—probably
with the urgency we should have had be-
fore introducing the metrics.

Complexity Metrics
In 1992, I was a programmer on a project
that was committed to holding code in-
spections on absolutely every line of code.
We met every day at 1:00 and spent at
least an hour reviewing one programmer’s
code. The product was released success-
fully, did exactly what it was supposed to
do, had no bugs reported from users, and
went on to win a “product of the year”

award in its industry. I’m sure a big part of
this success was the result of the time and
effort we put into the code inspections.

I don’t think the effort was worth it.
We spent too much time inspecting

code that had no errors. We probably
didn’t spend enough time inspecting code
that had the most errors. Instead of in-
specting every line of code, we should
have inspected only the code most likely
to have errors. One problem: we didn’t
know how to identify that code.

Since that project, I’ve learned the val-
ue of code complexity metrics in identify-
ing which code most needs to be inspect-
ed. The assumption is that if code is
overly complex, it will probably have
more than its share of defects. Even if the
code isn’t defect-prone today, it may need
to be modified to reduce the complexity
so defects don’t appear as soon as a
maintenance programmer gets involved
with that code.

Most development teams should do
some code reviewing. However, code re-
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5% RECID IV ISM 20% RECID IV ISM

Bugs found during initial test runs 1,000 1,000

Comeback bugs from initial test runs 50 200

Comeback bugs from previous round 2.5 40

Comeback bugs from previous round 0 8

Comeback bugs from previous round 0 1.6

Comeback bugs from previous round 0 0

Figure 2: Effect of different recidivism rates on the test effort

Most development teams should do some code reviewing.
However, code reviews require a HUGE INVESTMENT OF TIME.
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views require a huge investment of time.
This investment can be dramatically re-
duced with metrics, such as cyclomatic
complexity or Halstead Difficulty. These
metrics calculate aspects of complexity
that can be used to identify code that
could benefit most from inspection. Less
complex code is reserved for a less time-
intensive process, such as peer review.

Cyclomatic Complexity Metric
Thomas McCabe introduced the cyclo-
matic complexity metric in 1976. Mc-
Cabe constructed a program control
graph of the program and applied con-
cepts of graph theory to it to measure
“cyclomatic complexity.” 

While there are many ways to calcu-
late cyclomatic complexity, the easiest
way is to sum the number of binary de-
cision statements (e.g., if, while, for,
etc.) and add 1. Count the statements in
Figure 3: 

1. if statement on line 3

2. else-if on line 7

3. while on line 8

(Note that the else statement on line 13 is
not counted because it is not a separate
decision; it is part of the decision made
on lines 3 and 7.)

Since there are three decisions, the cy-
clomatic complexity is 3+1=4. I like this
method because it is fairly easy to write a
program to do this work for you. (For
more information on cyclomatic com-
plexity calculation methods, see the
StickyNotes at the end of this article.)

Halstead Method
Maurice Halstead proposed his own
measure of complexity, via a thorough
examination of a program’s operators
and operands. Operators are words in a
program that do things—method calls,
mathematical functions, etc. Operands
are the items given to an operator. So, a/b
has two operands (a and b) and one op-
erator (the division symbol). By looking
at a program’s operators and operands,
and the relationships between them, Hal-
stead measured attributes such as the
length, volume, and difficulty of a pro-
gram. Each of these higher-level metrics
is calculable from the following four pa-
rameters:

n1—the number of unique operators
n2—the number of unique operands
N1—the number of total operators
N2—the number of total operands

The metric was intended to capture the
difficulty of reading, writing, or main-
taining the program, represented by D. D
is given by the following equation:

D = (n1 / 2) • (N2 / n2)

Other methods exist to calculate com-
plexity. Many commercially available
source code analysis programs and tools
generate values for cyclomatic complexi-
ty, Halstead Difficulty, and many other
source code metrics for most common
programming languages. (See the Sticky-
Notes for more information.)

However you calculate it, code be-
comes too complex when cyclomatic
complexity ratings are in the ten to fif-
teen range, or the Halstead Difficulty
reaches sixty. Start with a cyclomatic
complexity threshold of ten and see how
much code that gives you to inspect. If it
seems you’re still spending too much
time inspecting, set the threshold at fif-
teen and try that. If you see too many er-
ror-prone modules making it to QA, set
the threshold lower. The threshold you
select will depend on many factors, in-
cluding how much time you have to in-
vest in code reviews and how experi-
enced your engineers are with both the
language and the domain.

A Parting Concern
With any measurement effort, some peo-
ple will adjust behavior to measure well
against the metric. For example, if you in-
stitute a policy of reviewing all methods
with a cyclomatic complexity greater than

fifteen, most of your programmers will try
to avoid crossing that threshold. Some
will do it the way you want—by writing
less complex code. Others will just break
their complex code into multiple methods,
thereby spreading the complexity (but not
getting rid of it) and avoiding detection.

There are two good methods for man-
aging this human tendency to alter be-
havior once it becomes measured. First,
you can make it very clear that there is
no consequence to the measurement.
This was my recommendation with pro-
grammer defect recidivism. I don’t take
the worst couple of programmers out be-
hind the corporate woodshed; I just want
to identify them so I can provide addi-
tional training, put them on more appro-
priate tasks, or just be aware of the issue
when scheduling.

The second method is to put in place
a metric that will counteract the behav-
ior. For example, I’ve mentioned the val-
ue of giving programmers goals to reduce
personal recidivism rates. Whenever I
give that goal to a programmer, I make
sure I pair it with a concurrent goal relat-
ed to completing certain programming
tasks within appropriate time frames.

At least a minimal metrics effort
should be a part of every significant soft-
ware development effort. Without met-
rics, you are forced to rely on gut feel or
other intangible or anecdotal evidence in
answering many questions about your
projects. The needs of each project or de-
velopment organization are different,
and you should use the metrics suggested
in this article as a starting point in think-
ing about and instituting your own met-
rics effort. STQE
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1. void foo(int a, int b, int c) {
2. b += 100;
3. if(a == b) {
4. c = a + b;
5. puts("a and b are equal");
6. }
7. else if (a > b) {
8. while(c < a) {
9. puts(".");
10. c++;
11. }
12. }
13. else 
14. c = –1;
15. printf("c = %d\n", c);
16. }

Figure 3: Simple C-language function

STQE magazine is produced by 
STQE Publishing, a division of
Software Quality Engineering.

This article is provided courtesy of STQE, the software testing and quality engineering magazine.

http://www.stqemagazine.com/

